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Mobility

Personal Devices
Consumerization of IT

Cloud
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• Enterprise users experienced an 
average of 274 Web malware 
encounters per month in 1Q11, a 
103% increase compared to 2010.

• “Likejacking” encounters increased 
significantly during 1Q11, from 
0.54% of all Web malware in 
January 2011 to 6% in March 2011.

http://www.cisco.com/en/US/prod/collateral/vpndevc/cisco_global_threat_report_1Q2011.pdf
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• Denial-of-Service (DoS) attacks are 
increasingly politically and financially 
motivated.

• In 1Q11, attackers increasingly 
turned their attention toward 
phishing Twitter accounts

• The 2011 takedown of segments of 
Rustock, combined with multiple 
spam botnet takedowns in 2010, 
had a positive impact on overall 
spam volume. However, spam 
volume in 1Q11 remained above the 
lowest point recorded in December 
2010.

Attacks on cloud services, and social networks are prevalent

Top Spam Senders by Country, Q1 FY11
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IPv6 
• 3ffe:1900:4545:3:200:f8ff:fe21:67cf or 
• fe80:0:0:0:200:f8ff:fe21:67cf or 
• fe80::200:f8ff:fe21:67cf

Tunneling
• Router-to-router 
• Router-to-host
• Host-to-route
• Host-to-host
• Multi-homing

Mobile Ad-Hoc Networks
• Mesh
• Wireless
• Vehicle MANET
• Intelligent vehicle MANET
• Internet-based MANET

Miniaturization
Multi-Purpose Devices
Eradication of Perimeters

• Partners, customers, government, 
competitors, public

Virtualization
Cloud Computing
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www.shadowserver.org/
14 April 2011

~45 million new hashed binaries in
the past year; ~92 million total seen

http://www.shadowserver.org/
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• From pilot (rtp campus) to global (phase 1)
• Total Blocked within 4 hours: 65,000 

including:
Malware downloads
Browser hijacking software
Unwanted advertisement software
Botnet check-ins
Trojan (backdoor) connections

• Average response to client: 1.4 seconds (no change from pilot)

• Average daily log data: 25+ Gb (more than double from pilot)

• No System Resource Utilization  (CPU, RAM) impact 
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56 Exabytes
per month

12.8 Billion DVDs
crossing the network

2013

21 Exabytes
per month

4.8 Billion DVDs
crossing the network

2010
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5 Exabytes
per month

1.4 Billion DVDs
crossing the network

2007
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1/8th

 

Connected Device 
per Person worldwide

20152003

Total
 

25 BillionTotal
 

500 Million

3.47

 

Connected Devices 
per Person worldwide

2020

6.58

 

Connected Devices 
per Person worldwide

Total
 

50 Billion

2010

Total
 

12.5 Billion

1.84

 

Connected Devices 
per Person worldwide

2008

More connected devices than people
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2007

Total
 

Mobile Apps

3,000
2010

iPhone Apps Alone

160,000
2013

Apps
 

Worldwide

1,500,000

2011

350,000
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Design and Defend 
for Unpredictable 

Threats

Maintain Regulatory 
Compliance and 

Manage Risk Well

Simplify Security for the 
User, the Business, and 

the Operations

Protect Intellectual 
Property

Maintain Regulatory 
Compliance and 

Manage Risk Well

Enable Business 
Speed and Agility

OPEN CONTROL

Smart Connected 
Communities 

Smart Connected 
Communities

MobilityMobility

CloudCloud

CollaborationCollaboration

VirtualizationVirtualization

Smart GridSmart Grid

Connected Cameras, 
Printers 

Connected Cameras, 
Printers

Access ControlAccess Control

Cyber SecurityCyber Security

Acceptable UseAcceptable Use

Threat ProtectionThreat Protection

Data SecurityData Security

ComplianceCompliance

Business

Security



Cisco Confidential 15© 2011 Cisco and/or its affiliates. All rights reserved.

Automated

Everywhere

Known

Manual

Borders

Unknown
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HostingHosting Net TeamNet Team

Event / 
Behavior

Correlation

Understanding /
Strategy /

Action

Data

OthersOthersSecOpsSecOps

InformationInformation

Network Analysis Network Analysis System AnalysisSystem Analysis
OthersOthersSecurity VendorSecurity Vendor

IdentityIdentity Homegrown 
Apps 

Homegrown 
Apps

ProximityProximity

Sensor     
Logs 
Sensor     
Logs

OthersOthersSCADASCADA

“I have a series of questions, and the data gives the answers”
~ or ~

“I don’t know the questions yet; let’s look at the data”
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Situation-Aware 
SecurityPervasive 

SecurityContent-aware 
SecurityDistributed 

Security

2
3

4
5

Perimeter 
Security

1

Centralized

L2-L4 point 
products

Basic network 
integration

Local policy

Device context

Network 
integration of 
L2-L4 point 
products

Content-based 
policy

Flexible form 
factors

Next-generation 
client (Secure 
Mobile User)

Cloud-based 
threat defense

User context- 
(identity, app) 
based systems 
policy

Deep network 
integration

Virtual server and 
desktop Interlock

Non-traditional end 
points (SmartGrid)

Security e-services

Situational-aware 
policy shared across 
architectures

Policy-based secure 
MediaNet

Separation of 
business and 
personal workspace

Security as a 
Platform
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• R&D
• Professional Services
• Marketing
• Manufacturing
• Government Affairs
• Strategic Alliances
• Sales
• Risk Management
• Brand Protection

• Information Security Office

• Business Development

• Global Certifications

• Industry/Trade Associations

• Executive Sponsorships



Cisco Confidential 20© 2011 Cisco and/or its affiliates. All rights reserved.

Always question what you are doing – some things 
have declining investment and results

Stop asking for best practices – start asking 
“what’s effective and how effective is it?”

What can I see? 
What don’t I know? 
How will I know it when I need to?

What can I shamelessly copy from someone else?



Cisco Confidential 21© 2011 Cisco and/or its affiliates. All rights reserved.

What is our adversary 
thinking…

right… 
now…

?
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• http://mengchow.wordpress.com/

• @mengchow

http://mengchow.wordpress.com/
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