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21 FY11 Global Threat Report

Enterprise users experienced an
average of 274 Web malware
encounters per month in 1Q11, a
103% increase compared to 2010.

“Likejacking” encounters increased
significantly during 1Q11, from
0.54% of all Web malware in
January 2011 to 6% in March 2011.

http://www.cisco.com/en/US/prod/collateral/vpndevc/cisco global threat report 102011.pdf




Cisco Q1 FY11 Global Threat Report (cont.)

Attacks on cloud services, and social networks are prevalent

Denial-of-Service (DoS) attacks are The 2011 takedown of segments of
increasingly politically and financially Rustock, combined with multiple
motivated. spam botnet takedowns in 2010,

_ _ had a positive impact on overall
In 1Q11, a}tackers; increasingly spam volume. However, spam
turned their attention toward volume in 1Q11 remained above the
phishing Twitter accounts lowest point recorded in December

2010.
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Technology & Users are not the main

problem... Complexity Is
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Traditional Practice is Losing Effectiveness

Heuwuristic Prevention provides day 0 protection Need
B > Heuristic

i Start QA on AV Sig
Install AV sis

AN Vendzors update sigs

o---———————----

Start QA on patch ; ; install patch |
Exploit released >
S=ackers stariwork . www.shadowserver.org/
Yendor releases patch -
i 14 April 2011
Time ~45 million new hashed binaries in

the past year; ~92 million total seen
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http://www.shadowserver.org/

Web Security — Global Deployment

Malicious Transactions Blocked

« From pilot (rtp campus) to global (phase 1)

MB v s time for index main from 4:00:00 PM to 8:32:29 PM on Thursday, April 14,

- Total Blocked within 4 hours: 65,000

(click a bar to' ~nts)

iIncluding:
Malware downloads
Browser hijacking software
Unwanted advertisement software
Botnet check-ins
Trojan (backdoor) connections

- Average response to client: 1.4 seconds (no change from pilot)

- Average daily log data: 25+ Gb (more than double from pilot)
- No System Resource Utilization (CPU, RAM) impact
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1L1s our situation

7x24 “Always On” network
Jassified and sensitive operations support

p80B commercial enterprise taking >90% ffj”ﬁ !
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5 Exabytes
per month

1.4 Billion DVDs
crossing the network

Global Flow of Information
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Growth of Connected Devices
Total 500 Million Total 12.5 Billion Total 25 Billion Total 50 Billion

f AR

1/8th Connected Device 1.84 Connected Devices 3.47 Connected Devices 6.58 Connected Devices
per Person worldwide per Person worldwide per Person worldwide per Person worldwide

2003 200 2010 2015 2020

More connected devices than people |




World of Applications
Total Mobile Apps iPhone Apps Alone Apps Worldwide
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Evolution of the Threat Landscape
Increasingly Difficult to Detect and Mitigate

pnal Interests
ernment Data/Networks

Threat Severity




Harmony

Cloud

_ Data Security
Collaboration

Smart Conne B USi NESsSs yber Security

Commu

otable Use
Virtualizatio & OPEN CONTROL )

reat Protection
Connected Cameras,

Printers
Access Control

~ Security

Smart Grid
Compliance

Mobility

Simplify Security ° ign and Defend




Key Points




lgnore Headlines, Look for Trend Lines

NationalJournal
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DHS Official: Cyber Attacks against Infrastructure on the
Rise

8X &Diis SHspm

Ki2e
DH2 ouIcis: CApPsL yigcK2 Sasiuzg JULLS2LLCINLE Ol (16




See, Don’'t Feel — Analyze

Data Removes Emotion

Understanding /
Strategy /
Action

Event /

Behavior
Correlation
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Set a Course and Hold True
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Demand Participation, Expect Accountability
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Ask The Right Questions

You get what you measure, no matter what...

Always question wh:
have declining

How will

What ca




What Is our adversary
thinking...
right...
now...

?




Discussi&A



http://mengchow.wordpress.com/
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