cutting through complexity ™

Textbook vs. Reality -
Running Security :
Programmes in
Universities

JUCC IS Conference

20/05/2011



What is a University?




Finance & Information & Human

Technolo
Treasury Servicegy Resources

Media Relations

Research & Public Affairs

-

Academic
Affairs &
Faculties

Facilities & Governmental
Operations Relations

© 2011 KPMG, a Hong Kong partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 2
Cooperative ("KPMG International"), a Swiss entity. All rights reserved. Printed in Hong Kong.



The Challenges
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Issues — Complex Information Classification / Security Levels

-4

Complex
Information
classification and
handﬁng
Procedureg

Complexity to define information classification/security
levels & handling procedures

eBe pragmatic
eKeep it simple
eDo not develop in isolation

eAlign as part of an integrated solution — people, process and

technology

Ry o ey Financial institution classifies
i\ M= (B applications based upon the
o e information they contain
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Issues — Security & Risk Incident Management Procedures

Importance of security and risk incident management m
procedures due to large amounts of sensitive/confidential Securi nce of

data retained at universities Manag risk
eRapid response, managed communication dureg

eClear ownership

eClear guidance to all staff

2 = e Utilities organisation implements an
s [ ,ﬁ .,m‘ awareness campaign across their
organisation to reduce impact of
::_”. , iIssues
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Issues — IT Administration & Support Costs

High IT administration and support costs due to g -
diversified IT infrastructure and applications in use | \—\‘\g_“\amﬂ
adm'\n\S“ ot
eFocus on the priorities g supP
005‘5

eTechnology consolidation
eProcess efficiency

ePeople skills and allocation

- 2 e Telecommunications organisation
g e et reduces the number of support staff
and reallocates to delivering
R business change
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Issues — Balance between legal Compliance & Freedom

of Speech

Establishing a balance to ensure compliance with

legal/data privacy requirements and consider freedom of
speech at the same time

eCross team co-operation
eBetter understanding of requirements and potential exposure
oClear definition of in scope and out of scope activities

eClear definition of handling complaints and breaches

<
Balance between
legal Compliance
and freedom of
Speech

o Pn e .. B Financial institution implements a
. R review to better understand
[ i exposure to Privacy related risks
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Issues — Diversity of User Groups

High diversity of user groups with different demands and High
requirements diversity, -

eManage expectations
ePublish available technology related capabilities
eTiered services, avoid one-size-fits-all

eDetermine realistic service levels
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Issues — Maintenance of Security Releases/ Updates

Challenge to maintain a consistent & current security ‘nce of
release/update level for applications and OS due to large Ma\meﬂjm\]
variety and decentralized system “islands” S(a\(éases
(
tes
eFocus on the source of the issue upd?

eConsistent does not mean the same
eDe-perimeterised solutions can create secure islands

eEnsure that the status of environment is known and reported

> J P Establishing and enforcing
o e o Buy / Sell / Hold lists
5 has reduced systems complexity for
:: ‘ many organisations
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Issues — IT Organization

Tendency towards decentralized (IT-) organisational

. . | Ce(\“ . . “
structure of universities DE™” qnizat\®

*Maintain communication
*Focus on consistent delivery
*Don’t necessarily include everything

*Work on balancing performed

P PR | o » Global Bank establishes centres of
EEe w0 B excellence in combination with
s e localised IT delivery capability
Mg &
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Issues — Complex User Access Management

Complex user access management for IT infrastructure _ ’)(.\W 0

and applications due to highly diversified and fast comp\iccess

changing user base usel " nent
Manad®

eException based processing
eService based environment
eFocus on the organisation not the technology

eConsider separation of user and access management

oy PR\ .. I Regulatory requirements drive the
"" w— delivery of Identity and Access
s b Management Solutions
r:ac:;ﬁ{;'"-k
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Thank you

Presentation by

James McKeogh
Senior Manager, Advisory, KPMG
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